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This guide explains the data privacy risks associated with free AI tools and
how they relate to your rights under the New Zealand Privacy Act 2020.

What "Free" Really Means ⚠️

Free AI tools often come at the cost of your privacy. The information you provide—your prompts, questions, and
uploaded files—may be used to improve the AI model. This means your personal, creative, or business-related data
could become part of a global dataset.

These tools may collect and reuse your inputs unless stated otherwise.

The Privacy Advantage of Paid Plans

Paid AI plans, especially enterprise or premium versions, often offer a significant privacy advantage, but it's crucial
to understand that this is a contractual guarantee, not a universal rule. The level of privacy and security you get is
directly tied to the specific plan and the provider's terms.

Data is Not Used for Training: With paid plans, you typically get a contractual guarantee that your data will not be
used to train the AI model. This is the biggest difference and the primary reason businesses and individuals use
them for sensitive information.

Zero Data Retention: Many paid services offer "zero data retention" policies, where your data is used to generate
a response and is then immediately deleted from their systems. This provides a much higher level of security
than free services.

Control Over Data: Paid plans give you more control, often allowing you to manage who has access to your data,
set up audit logs, and choose where your data is stored (e.g., in a specific region like New Zealand).

Your Rights Under the NZ Privacy Act 2020: The Loopholes

The Privacy Act gives you control over your personal information, but it's important to understand where the
complexities lie when using global AI services.

The Principle of Purpose: The Act states that personal information should only be used for the purpose it was
collected for. However, many AI providers' privacy policies include a broad statement that your data "may" be
used for "improving or training the model." This creates a loophole where your data, collected for a specific task
(like generating a summary), can be used for a much wider purpose (model training), which you may not have
initially intended. This is why it's crucial to read the fine print.

"Personal Information" vs. General Data: The Act protects "personal information," which is data that can be used
to identify you. However, a lot of the data you provide to an AI—such as a complex business query or a creative
prompt—might not be considered "personal" in a legal sense, even if it contains private or proprietary
information. This is a gray area that you must be aware of.

Jurisdiction: Many large AI companies are based overseas. While the NZ Privacy Act has an international reach, it
can be challenging to enforce your rights when a company is not a New Zealand-based entity. This is another
reason to be extra cautious with what you share.

How to Protect Your Privacy 🔐

Here are practical steps to reduce your risk when using AI tools:

Quick Privacy Checklist:

❌ Don’t input client, financial, or health data into free AI tools
✅ Use paid plans with clear privacy policies for business use
🔍 Read the Privacy Policy for any tool before use
⚙️ Look for opt-outs in data settings
🌍 Be aware of offshore storage and legal enforcement limits
📁 Use public data only in free tools (e.g., placeholder text or generic queries)
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